Windows 7 has a few tools you can use to peek at programs and services that run
automatically at startup or logon, most notably the System Configuration utility,

Windows Autoruns program

Msconfig. But that built-in tool pales in comparison to the undisputed heavyweight
champion of the category What I'm talking about is Autoruns, which is available for free
from Windows Sysinternals.

Here is what msconfig opens.

Msconfig is run from the command line. Click the orb, then type
msconfig in the search box at the bottom.

-

EJ System Configuration i ﬁ
General | Boot | Services | Startup | Tools
Service Manufacturer Status Date Disabled =
Adobe Active File Monitor V& Adobe Systems Incorporated  Stopped =
Adobe Flash Player Update Service Adobe Systems Incorporated  Stopped
| Application Experience Micrasoft Corpaoration Funning
i Application Layer Gateway Service Microsoft Corporation Rurining
| AMD External Events Utility AMD Running
AMD RAIDXpert AMD Running
Application Identity Microsoft Corporation Stopped
| Apple Mobile Device Apple Inc, Running
Windows Audio Endpoint Builder Micrasoft Corparation Running
Windows Audio Microsoft Corporation Funning
| ActiveX Installer (AxInstSy) Micrasoft Corparation Stopped
[¥] BitLocker Drive Encrvotion Service  Microsoft Corporation Stooped i
Mote that some secure Microsoft services may not be disabled. Enable al Disable al
[ | Hide all Microsoft services
|
o) L ] [ ooy
L -

To find it search for “autoruns.exe”. The only place to download it is from Windows

sysinternals.
You can also just type “sysinternals” in your search bar and hit Enter.

This program monitors all programs in your Startup folder and in registry keys, showing

you the exact order in which those programs will run. You can also configure Autoruns
to show Explorer shell extensions, toolbars, browser helper objects, Winlogon

notifications, and auto-start services, among other categories. Shortcut menus allow you
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to search for more information about a process or service whose name is unfamiliar, and

clearing a check box to the left of each entry disables that item. The Everything tab gives

you an unfiltered look at everything your system starts automatically.

Compare screenshots of Autoruns, below, to Msconfig

File Entry Options User
| d @ &
& Print Moritors | W LS4 Providers £ Network Providers |
3 Eveting | o Logon | d Ewploer | @ IntometEwploer | () Scheduled Tasks | %% Sewioes | 8 Divers | [ Codeos | [ BootEvecute | [ Imagehiecks | |%| Applnt | (%) KnownDLls | @ Winiogon | &% winsock Froviders |
Autoun Enty Desorption F. Image Fath -
28 HKLMASystem’CurrentConirolS et\Conlioh T erminal Server\widshsdpwchS tartupPrograms
] repoip File ot found: rdpclip
& HKLMASOFTWARE NTAC Useint !
C:\Program Files\Solutobsoluto.eve userinit Soluto 5. cprogiam fles'solitotsalutc.ene 3
& HKLMASOFTWAREMicrosaft\windows\CurrentersionhFlun
& Eugis Logitech SelPaint Event Manager (UNICODE] Lo. cAprogram fleslaghechhselpoiniphsetpaint exe
57 hpsysdre hpsysdiy H... ci\program fles (+96)\herettpackardhhp odometerhpsysdi exe
o %] MagicTuneEngine File riot found: C:'Program Files\M agicTune F uneLauncher.
Q HELMSSOFTWARE' B
ContentT ransterwMD etector. exe Content Transfer Walkman Detector S.. chprogram fles
[ D-Link D-Link Dwit-125 D-Link WLAN Application D-... chprogram fles (+B6)\d-ink\dwa-125 revabaigcy. exe
[E] @ QuickTime Task uickTime Task A cprogiam fles (%86 \quicklimeb ottask sxe
4] SPIRRE SPIRunN Endpoints Dynamic Link Library Cr.. ciwindows\spswowbd\spinune di
E StarCCC Catalyst® Control Center Launcher A chprogram fles [¥36]\ati technologieshati. ace\core-static clstart exe
[ sunsvallpdateSched Java(TM] Update Scheduler 5. c\program fles (+B6)\common fles\javahjava updatehjusched exe
| VolPanel VolParluexe Cr.. c\program fles (+86)\creativetsound blaster xfitvolume panel\wolpanku, exe
[87 wZCSLDR2 ANMZCS2 launcher for Windows. W crvprogram files (+BE)\d-link\dwa-125 revatwzesldrz exe
2y C:\ProgramD
HP Digital Imagirg Moritor Ink: HP Digital Imaging Manitor H... co\program s (+86)\pAdigital imaging birthpqhalB exe
Cu
1 ISUSPH File notfound: C:AProgramData\FLEX net\Connech 1 TAISUSPM exe -scheduler
8 HKL \ ; ; Mendband:
%] MBANSHER Walwarebptes AniiMaware M... cr\program fles [6]\malwarebyies' antmalware\mbamest dil
KL lassesAD MenuHanders
& ACE AMD Desktop Cortrol Panel A c\progrem fies [+BE)\at technclogieshati ace\ore:statich tiacmE4.di
T Menband:
%] MBANSHE: Malwarebytes AniiMalware M... c:\program fles [+66]\malwarebyies' antmalware\mbamest di
i HEL i Helper Objects
] HF Fiint Enhancer HF Smat web Frirting addon for Intemet Explorer~~ H..._ c:\program fles web ) pi di
HP Smart BHO Class HF Smat Wb Frirting addon for Intemet Explorer~~ H..._ c:\program fles web print ) bhodl
Javalim) Flugdn 2 S5V Helper JavallTM] Fletfom SE binary Or.. cAprogram fles (486 \oracle\iavafk 2.1 uniimeAbintipZss.dl
%] Javaltm] Plugln S5V Heper Javall M) Flatform SE binary Or.. c:\program fles (46 \oracle\javaf 2.1 runfimedbintsseedl
o HEL o
%] Shaw or hide HP Smart Web Prining HF Smat Wb Fiirting addon for Intemet Explorer~ H... c:\program fles web ) bhadl
{3 Task Scheduler
\bdabe Flash Flaper Updater Adobe® Flash® Player Update Service 115502 Ao @ ee
(o) \topledpleScftwarelpdate Apple Soltmare Lpdsle A c\progrem files [¥3)\apple software updatebsaltareupdale.ere
& \DleanerSkiplIAC CCleaner Fi.. c\program fleshccleans\ccleaner.exe
[7] 5 \GoogleLipdateT askMachineCare Googe Installe G c:\program fles (+36\google’updalegongleupdale. eve
5 \GooglellpdateT ackMachinelIA Googe Installe 6. c:\program fles (436 \google’updatetgongleupdale. eve
5 \GooglellpdateT askUser5-1-5-21-4291029772:315435516-24006... Google Installe G
5_') \GooglelpdateT askl ser5-1-5-21-4291029772-3154955716-24806... Google Installer G
[0 tHewlett-Pack ard\HP Support Assistant\G etdssistance Maintena.. HPSADBL HP  cprogram fles packardhhp health check |
{5 \Hewleit-PackaichHP Suppart hecker hecker H.. ciprogram fles packardhhp support e i
Rieady. Microsoft and Windows Enies Hidden.

Autcruns Filter Options

=

Filter option to hide entries
from Windows

[ Indude empty locations
[] verify code signatures

Hide Microsoft entries

Hide Windows entries

o
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