Microsoft cloaks AutoRuns in a little bit of mystery

Microsoft’s Sysinternals monitoring suite has just been updated, with a new version of
AutoRuns that every Windows user needs.

Sysinternals, as you might know, was the brainchild of Windows internals legend (and
action adventure novelist) Mark Russinovich and Winternals Software co-founder Bryce

Cogswell.

Microsoft bought the company and hired Russinovich in 1996, and has distributed free
updates to Sysinternals ever since.

The Sysinternals package includes several monitoring tools — including Process
Monitor, which watches access to the Registry and files — but AutoRuns has always
been the most popular.

AutoRuns scans a PC and lists every single program that’s rigged to start automatically.
On most computers, the list’s lengthy — and sobering.

Of course AutoRuns detects programs that start on boot up and logon — looking at all
the obvious and not-at-all-obvious Registry keys and folder locations — but it also tells
you about automatically starting drivers, Internet Explorer add-ons and browser helper

objects, Explorer shell extensions ... and many things you probably never imagined.

AutoRuns not only lists the auto-running programs, it lets you turn individual programs
off. There are many minor features, including the ability to filter out Microsoft-signed
programs, and a quick way to jump to folders holding auto-starting programs.

AutoRuns doesn’t require installation. 1t's a program that runs and collects its
information, displays it (with a rather rudimentary user interface), lets you wrangle with
your system, then fades away. In other words, its use is very simple. It's power is vast
however, so don’t treat it lightly.
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